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At ElectroGas Malta, we are committed to protecting our information assets, critical systems, and services
to ensure operational resilience, regulatory compliance, and the trust of our customers, partners, and
stakeholders. Information Security Management System (ISMS) and this policy are aligned with the
requirements of ISO/IEC 27001:2022.

Objectives

» Safeguard the confidentiality, integrity, and availability of information.

* Protect critical processes and infrastructure from information security and cybersecurity threats.

+ Ensure compliaonce with applicable legal, regulatory, and contractual requirements (including NIS2,
GDPR, and sector-specific regulations).

* Promote a strong security culture and shared responsibility for all employees, contractors, suppliers and
other stakeholders.

To achieve our policy aims we will implement:

Risk-Based Approach:

» Identify and manage security risks across internal systems, critical processes, and third-party
relationships.

* Apply risk-based security controls, including modern infrastructure, up-to-date security technologies,
and secure system configurations, to mitigate information security risks.

* Implement strong user access management processes to ensure appropriate access rights are granted,
regularly reviewed, and revoked when no longer required.

Awareness & Competence:

¢ Implement regular information and cyber security awareness training to all personnel and third parties
when relevant.

*  Ensure management and key personnel have defined roles and responsibilities for security and incident
response.

Incident Detection & Reporting:

* Implement continuous monitoring and threat detection capabilities.

* Ensure timely and mandatory reporting of significant incidents to relevant authorities and stakeholders.

Supply Chain Security:

» Require suppliers to meet defined security and incident reporting obligations.

» Evaluate and monitor suppliers and service providers for security and resilience.

Business Continuity & Resilience:

* Ensure the availability of critical services through robust backup, disaster recovery, and resilience
planning.

* Periodically test recovery plans to validate effectiveness.

Continual Improvement:

+ Conduct regular internal audits, risk assessments, and management reviews.

+ Update this policy and other system documents to reflect changing threats, business needs, and
regulatory requirements.

This policy applies to all employees, contractors, suppliers, and stakeholders who access, manage, or
impact information, systems, or services of ElectroGas. ElectroGas Malta commits that it will make
appropriate resources available to achieve this.

Alejanglro Sa Karine Bineau Jordgg\Perez
rna
1, Birkirkara 356 25401200 @ info \ectrogas.commt

Q83, Level 16, Quad Central, Central Business Qistrict. Mrj



